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FIG. 4 



Q START ) 



1 




1201 


SET UP SAFE COMMUNICATION PATH 


FAILURE 


IN RESPONSE TO CLIENT REQUEST 




\ 


success A203 


RECEIVE DOWNLOADING REQUEST FROM 
CLIENT & CARRY OUT AUTHENTICATION 
WITH CLIENT FOR CHARGING, ETC. 


FAILURE 




i 


t success ^_/1205 


SET UP SAFE COMMUNICATION PATH 


FAILURE 


WITH RESPECT TO PROCESSOR 




\ 


, success ^_/1207 


RECEIVE CHALLENGE Rc & PUBLIC 
KEY Kp FROM PROCESSOR 








1209 


GENERATE CHALLENGE Rs & RESPONSE 
S[Rc](K's), & TRANSMIT Rs, Kp' & S[Rc](K's) 








1211 


RECEIVE RESPONSE S[Rs](Ks) & 
CERTIFICATE E[Cert] FROM PROCESSOR 





4213 

]S[Rs](Ks) & E[Cert] PROPERT 
YES 



NO 



,1215 



GENERATE & TRANSMIT ENCRYPTED 
PROGRAM & SIGNATURE 
CORRESPONDING TO PROCESSOR 



4217 



PROGRAM TRANSFER COMPLETION 
PROCESSING WITH RESPECT TO PROCESSOR 



4219 



CHARGING PROCESSING WITH CLIENT, & 
TRANSMISSION OF RECEIPT & SIGNATURE 



4221 



CHANNEL TERMINATION PROCESSING 
WITH RESPECT TO CLIENT 



c 



NORMAL FINISH 



) 



OBLON, SPIVAK, ET AL 
DOCKET #: 203058US2RD 
INV: Mikio HASHIMOTO, et al. 
SHEET J5, OF_5. 



5/5 



FIG. 5 



( START ) 



SET UP SAFE COMMUNICATION 
PATH WITH RESPECT TO SERVER 


> 


SUCCESS , 


GENERATE CH^ 
TRANSMIT Rc & 


UJJENGE Rc, & 
Kp TO SERVER 



1301 

FAILURE 



1303 
FAILURE 



SUCCESS 



4305 



RECEIVE RESPONSE S[Rc](K's) FROM SERVER 
& CHALLENGE Rs, Kp' FROM SERVER 




GENERATE RESPONSE TO SERVER, 
& GENERATE & TRANSMIT 
CERTIFICA TE FOR SERVER 

I 



RECEIVE ENCRYPTED PROGRAM 



4311 
4313 



NOTIFY DOWNLOAD 
COMPLETION TO CLIENT 



I 



RECEIVE SIGNATURE FROM CLIENT 



^/1315 
1317 



VERIFY SIGNATURE 



VERIFICATION 
FAILURE 



VERIFICATION SUCCESS 



TRANSFER ENCRYPTED 
PROGRAM TO CLIENT 


^_/13iy Q ABORT ] 







c 



NORMAL FINISH 



3 



